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21-15.1 | NTRODUCTI ON

A

PURPOSE - The purpose of this chapter is to provide the designer
of a newfacility with a guideline for selecting a security |evel
and design standards. The designer is expected to revi ew each of
the standards for applicability and extent of the application

BACKGROUND - The day after the April 19, 1995, bonbing of the
Alfred P. Murrah Federal Building in Cklahoma City, Cklahoma, the
President directed the Departnent of Justice (DQJ) to assess the
vulnerability of federal office buildings in the United States,
particularly to acts of terrorismand other fornms of violence.
Because of its expertise in court security, the United States

Mar shal s Service (USMS) coordinated this study. The USMS
proceeded with this study along two tracks: 1) the devel opnent of
reconmended mi ni mum security standards in |ight of the changed
envi ronnent of heightened risk, and 2) the surveyi ng of existing
security conditions.

21-15.2 QU DELI NES

A

GUI DELINE - The reconended mini mum security standards based on the
gui del i nes published by DOJ Vulnerability Assessnent of Federa
Facilities, dated June 28, 1995, are a set of standards that can
be applied to various federal facilities. The USMs reconrended
five levels of security; classifying each |evel of security by the
nunber of enployees, size of facility, and the volunme of public
contact (See Appendix A). These recommended security standards
cover the subjects of perineter, entry, interior, and security
planning of a facility (see Appendix B). Itens that are not
required by this DQJ report may be required and desired by others,
i ncludi ng JCAHO, etc
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B. DESI GN CRI TERI A

(1) Security levels | and Il shown on Appendi x A are applicable
for all new |HS construction projects, and the nini num
reconmended security standards which nust be included in the
design requirenents are as foll ows:

a. Perineter Security
1. Provi de adequate lighting for facility parking
ar eas;
2. Provide control of facility parking areas; and
3. Provide all outside lighting of facility and
facility parking areas with energency power
backup.
b. Facility Entry Security
1. Provide an intrusion detection systemwith centra
nonitoring capability;
2. Provide fire detection, fire suppression, and
ot hers based on the current |ife safety standards;
and
3. Provi de high security locks on all exterior doors.
C. Interior Security
1. Provide security locks to all utility areas; and
2. Provi de energency power to critical systens such

as al arm systens, radi o conmmuni cations, conputer
facilities, and others.

(2) Security levels Ill, IV, and V are not applicable to new | HS
new construction prograns, even though the nunber of
enpl oyees and size of facility exceed level |l standards.

| HS opted not to exceed security level 11

21-15.3 REFERENCE STANDARDS

The Departnent of Justice's docunent, Vulnerability Assessnent of

Federal Facilities dated June 28, 1995, addresses two parts; 1) security
of existing facilities, and 2) recomrended ni ni mum security standards
and application to security levels of federal facilities. This chapter
only addresses Part 2 of that docunent.
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United States Marshals Service (USMS) O assification Table

Recommended Levels of Security

Security Enpl oyees Squar e Publ i c Remar k
Level Met er Cont act
(nt)
Level | 10 or 230 or less | Low vol une Smal | Store Front
| ess public type operation, such
cont act as recruiting office.
Level 11 11-150 230- 7430 Moder at e Routine activities,
vol unme public [simlar to conmerci al
cont act activities.
Level 151- 450 7430- 13 930 | Moderat e/ Hi gh | Law enf or cenent
(N vol une public |agencies, court, or
cont act gov. archives, multi-
t enant .
Level |1V |over 450 nore than Hi gh vol une Hi gh risk |aw
13 930 public enf or cenent agenci es,
cont act judicial offices,
gov. records.
Level V over 450 nore than Hi gh Such as Pent agon or
13 930 Cl A
NOTE:
a. Security level recommended for new I HS construction projects:
1. LEVEL | - DENTAL OR HEALTH STATI ON,
2. LEVEL Il - HOSPI TAL, HEALTH CENTER, OR QUARTERS COVPLEX.
b. NOT APPLI CABLE TO IHS: LEVELS 111, 1V, AND V
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APPENDI X - B

RECOVMENDED SECURI TY STANDARDS CHART
FOR NEW | HS CONSTRUCTI ON PROGRAMS

Legend:
A - Desirable; O - Standard Based on Facility Eval uation
® - Mninmum Standard; = - Not Requied by DQJ Report
ONLY LEVELS | & Il ARE APPLI CABLE TO I HS CONSTRUCTI ON PROGRANMS
A. PERI METER SECURI TY L E Vv E L

(1) PARKI NG I I 11 IV |V
Control of facility parking. o o o o (O
Control of adjacent parking. - - - O |10
Avoi d | eases where parking cannot be - - - A | A
controll ed.
Leases shoul d provide security control for - - - A | A
adj acent parki ng.
Post signs and arrange for tow ng - - - o |0
unaut hori zed vehi cl es.
I D system and procedures for authorized - - - o |0
par ki ng (placard, decal, card key, etc.).
Adequate lighting for parking areas. [ [ o o |0
(2) CLOSED CIRCU T TELEVI SI ON ( CCTV)

MONI TORI NG
CCTV surveillance canmeras with tine | apse - - - o |0
vi deo recordi ng.
Post signs advising of 24 hour video - - - ® | o
surveill ance.
(3) LI GHTI NG
Li ghting with enmergency power backup. [ [ [ ® | o
(4) PHYSI CAL BARRI ERS
Ext end physical perineter with barriers - - - O |10
(concrete and/ or steel conposition).
Par ki ng barri ers. - - - O |10
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Legend:

A - Desirable; O - Standard Based on Facility Evaluation

® - Mninmum Standard; = - Not Requied by DQJ Report

ONLY LEVELS | & Il ARE APPLI CABLE TO | HS CONSTRUCTI ON PROGRAMS

B. ENTRY SECURI TY

(1) RECEI VI NG SHI PPl NG [ Il [ IV |V

Revi ew r ecei vi ng/ shi ppi ng procedures - - - o | O

(current).

I mpl erent recei vi ng/ shi ppi ng procedures - - - o | O

(rodi fi ed).

(2) ACCESS CONTRCL

Evaluate facility for security guard - - - o | O

requi rements.

Security guard patrol. - - - O 10

Intrusion detection systemw th central [ [ [ ® | o

nonitoring capability.

Design to current life safety standards [ [ [ ® | o

(fire detection, fire suppression

systens, etc.).

(3) ENTRANCES/ EXI TS

X-ray & magnetoneter at public entrances. - - - O |e

Requi re x-ray screening of all - - - o | O

mai | / packages.

Peep hol es. - - - = -

I ntercom - - - - -

Entry control w CCTV and door strikes. - - - -

H gh security | ocks. [ [ [ o (O
C. I NTERI OR SECURI TY

(1) EMPLOYEE/ VI SI TOR | DENTI FI CATI ON

Agency photo ID for all personnel - - - o | O

di spl ayed at all tinmes.

Visitor control/screening system - - - o | O

Visitor identification accountability - - - o | O

syst em

Establish I D issuing authority. - - - o | O

(2) UTI LI TI ES [ Il [ IV |V
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Legend:

A - Desirable; O - Standard Based on Facility Evaluation
® - Mninmum Standard; = - Not Requied by DQJ Report
ONLY LEVELS | & Il ARE APPLI CABLE TO | HS CONSTRUCTI ON PROGRAMS

Provi de security |locks to prevent [ [ [ o |0
unaut hori zed access to utility areas.
Provi de energency power to critical [ [ [ ® | o
systens (al arm systens, radio
communi cati ons, conputer facilities,
etc.).
(3) OCCUPANT EMERGENCY PLANS
Exam ne occupant energency plans (OEP) and - - - o | O
conti ngency procedures based on threats.
OEPs in place, updated annually, periodic - - - o | O
testing exerci se.
Assign & train OEP officials (assignnment - - - o | O
based on largest tenant in facility).
Annual tenant training. - - - o | O
(4) DAYCARE CENTERS
Eval uate whet her to | ocate daycare - - - o | O
facilities in buildings with high threat
activities.
Conpare feasibility of locating daycare in - - - o | O
facilities outside |ocations.
D. SECURI TY PLANNI NG

(1) | NTELLI GENCE SHARI NG
Establish | aw enforcenment agency/security - - - o | O
Iiaisons.
Revi ew est abl i sh procedure for - - - o | O
intelligence receipt/dissem nation
Establ i sh uniform security/threat - - - o | O
nonencl at ure.
(2) TRAIN NG
Conduct annual security awareness - - - o | O
t rai ni ng.
Est abl i sh standardi zed unarnmed guard - - - o | O
qualifications/training requirements.

I I 11 IV |V
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Legend:

A - Desirable; O - Standard Based on Facility Evaluation
® - Mninmum Standard; = - Not Requied by DQJ Report
ONLY LEVELS | & Il ARE APPLI CABLE TO | HS CONSTRUCTI ON PROGRAMS

Est abl i sh standardi zed arned guard
qualifications/training requirements.

(3)  TENANT ASSI GNVENT

Co-l ocate agencies with simlar security
needs.

Do not co-locate high/low risk agencies.

(4) ADM NI STRATI VE PROCEDURES

Establ i sh fl exi ble work schedul e in high
threat/high risk areas to mninize

enpl oyee vulnerability to crimna
activity.

Arrange for enpl oyee parking in/near
buil ding after normal work hours.

Conduct background security checks and/ or
establish security control procedures for
servi ce contract personnel

(5) CONSTRUCT! OV RENOVATI ON

(shatter protection).

Install nylar filmon all exterior w ndows

Revi ew current projects for bl ast
st andar ds.

Revi ew est abl i sh uni f orm st andards for
construction.

Revi ew est abl i sh new desi gn standard for
bl ast resi stance.

Est abli sh street set-back for new
construction.
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